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Editor’s Note
Welcome to our first edition of Cybersecurity Digest, where we bring out the most

critical updates and insights from the world of cybersecurity. In this edition, we explore

the basics of Cybersecurity, CIA Triad, cybercrime news and some of its best practices

and safety tips. Our goal is to keep you informed and empowered to protect our

organization’s digital assets.

Cybersecurity is an ever-evolving landscape, and staying ahead of threats requires

constant vigilance. We hope this digest provides you with valuable information to help

you navigate the complex world of cybersecurity.

We welcome your feedback and suggestions for future topics. Please reach out to us at

ciso@Megrrb.in

Stay vigilant

CISO

CIA TRIAD
The security of any organization starts with three principles: Confidentiality, Integrity

and Availability. This is called as CIA, which has served as the industry standard for

computer security since the time of first mainframes.

Confidentiality: The principle of confidentiality assert that only authorized parties can

access sensitive information and functions.

Integrity: The principle of integrity assert that only authorized people and means can

alter, add or remove sensitive information and functions.

Availability: The principle of availability assert that systems, functions and data must be

available on demand according to agreed-upon parameters based on levels of service.

Hey look

It’s CIA 
Triad
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CYBER SECURITY
Cyber Security is the protection to defend internet connected

devices and services from malicious attacks by hackers, spammers

and cyber criminals. Companies use the practice to protect against

phishing schemes, ransomware attacks, identity theft, data

breaches, financial loss, etc. While some components of cyber

security are designed to strike first, most of today’s professionals

focus more on determining the best way to defend all assets, from

computers and smart phones to networks and databases, from

attacks.

CISCO Systems, the tech conglomerate specializing in

networking, the cloud and security, defines cyber security as

“….the practice of protecting systems, networks and programs

from digital attacks. These cyber attacks are usually aimed at

accessing, changing or destroying sensitive information, extorting

money from users or interrupting normal business processes.

In today’s digital world, one cannot ignore cyber security. One

single security breach can lead to exposing the personal

information of millions of people. These breaches have a strong

financial impact on the companies and also loss of the trust of

customers. Hence, cyber security is very essential to protect

businesses and individuals from spammers and cyber criminals.

CYBER CRIME
Cyber Crime is defined as any unauthorized activity involving a

computer, device or network. There are three generally recognized

classifications of cyber crime: computer assisted crimes, crimes

where the computer itself is a target and crimes where the

computer is incidental to the crime rather than directly related.
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Cyber Security Best Practices

Use VPN to privatize your connections

Check properly before clicking on any

links

Do not be lethargic with your

passwords

Scan external devices for viruses

Store sensitive information in a secure

place

Enable two-factor authentication

Double check the HTTPS on websites

Remove adware from the computer

Disable Bluetooth connection when

you are not using it

Avoid using public networks

Invest in security upgrades

Cyber Safety tips

Keep software up-to-date

Avoid opening suspicious

emails

Use antivirus and antimalware

software on the electronic

devices

Use a security file sharing

solution to encrypt data

Use strong passwords

Backup your data

Be cautious of phishing scams

Use two-factor authentication

Don’t reuse passwords
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Cyber crime victim in city gets back money

A victim of cyber crime from the city got back the

entire money siphoned off by a company.

The victim, whose identity is protected, lodged an FIR

resulting in investigation and recovery of the money

within four months after the matter was reported.

The lady working in a government sector had lodged

the FIR at Crime Branch PS Shillong stating that in

January 2023, she was lured to invest Rs 17,50,000 in a

reputed company by her friend in good faith.

The victim was allowed to work from home. But after a

month, she realised that the activities of the company

were doubtful though it made a lot of promises in

various zoom meetings she attended.

She then contacted her friends and a mentor who

claimed to be representing the company. She also

emailed to the company to return her money but in

vain .Finding no alternative, she approached the Crime

Branch Police Station Shillong in April 2023 following

which a case was registered.

After freezing various bank accounts of the accused by

the police, he had no other option than to flee the

country for three months but under pressure, he

agreed to pay the money through the company

representative.

On August 2023, she received the full amount through

demand draft.

Scammer 

poses as CJI 

DY 

Chandrachud 

requests Rs

500 for Cab 

fare in viral 

scam

Former bank 

employee 

opened 16 

fake accounts 

used for 

cyber fraud, 

landed in 

Delhi Police 

net

Two more 

persons 

including 

Bank Official  

held in Rs 175 

Cr online 

fraud

Cyber criminals looted

Rs 1750 Cr upto

April this year- NPCI

Chinese hackers breach

US, India internet firms,

Lumen says



O 
n Tuesday 17th Sep-

tember, hundreds of 

pagers in Lebanon exploded 

simultaneously  in a coordi-

nated chain attack, target-

ing members of the political 

party and paramilitary 

group Hezbollah which had 

in previous months ordered, 

shipped and distributed the 

pagers to some of its mem-

bers. 

A day later, a similar attack 

struck again when hun-

dreds of walkie-talkies used 

by Hezbollah detonated. 

But how could these tiny, 

old-school pagers and hum-

ble walkie-talkies be forced 

to explode? 

Experts points out to two 

possibilities– the first is a 

cyber attack in which mal-

ware forced the pagers’ lithi-

um batteries to overheat 

and then explode. 

The second and more likely 

scenario points to a  supply 

chain attack in which a 

shipment of pagers bound 

for Lebanon was intercepted 

and a tiny amount of explo-

sive surreptitiously inserted 

with extra electronics to 

trigger the detonation, 

which was then remotely 

activated. 

While the world focuses on 

securing modern digital 

platforms, this incident 

highlights a significant vul-

nerability in older technolo-

gy. The use of exploding 

pagers and walkie-talkies 

indicates that  21st century 

warfare is not only  about 

technological advancements 

but also about the creative 

use of existing tools. This 

incident underscores that 

security is not just about 

the latest technology but 

understanding the full spec-

trum of potential threats, 

including those from seem-

ingly antiquated devices.    
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R 
ecently, the Central 

Government an-

nounced the plan to 

train and prepare 5000 

cyber commandos over the 

next five years to tackle the 

rising cybercrime threats. 

This announcement was 

made during the first Foun-

dation Day celebration of 

the Indian Cyber Crime 

Coordination Centre (I4C). 

I4C is a national-level coor-

dination centre for address-

ing cybercrime issues. 

These cyber commandos 

will be trained in IT infra-

structure security, digital 

forensics and incident re-

sponse. Other launches 

along with Cyber Comman-

dos: Centralized Suspect 

Registry, Samanvaya Plat-

form and Cyber Fraud Miti-

gation Centre (CFMC) 

Lebanon’s Kinetic Cyber Attack  

C e n t r e  t o  t r a i n  5 0 0 0  ‘ C y b e r  C o m m a n d o s ’  i n  n e x t  
f i v e  y e a r s  t o  f i g h t  c y b e r  t h r e a t s  

• Cyber fraudsters 

misuse 1930 

helpline number 

to scam peo-

ple :Times of 

India 

• BookMyShow 

under the radar 

as lawyers file 

cyber crime 

complaint over 

Coldplay tickets : 

CNBC TV18 

Exploding Walkie –Talkie 

Exploding Pager 



There are three types of email attacks: 

1) Phishing: The attacker sends bait, often in 

the form of an email. It encourages people to 

share their details. For example, you receive an 

email like this: 

If someone is a customer of ABC bank, he would 

probably open the link and give the details. But 

these kinds of emails are always phishing; 

banks do not send emails like this. 

First , let’s see how an email works. Suppose John 
is sending an email to Jack. The email first goes to 

the email server. Then it goes to the DNS server to 

find the IP address of the destination. From the 

source email server, the email goes to the 

destination server. From  there, the email is sent to 

the IP Address on which Jack is working. It is 

illustrated in the picture below. 

 

2) Spoofing: The attacker pretends to be another 

person or organization and sends you an email 

stating that it is a legitimate email. For example: 

Fig 2 

After seeing this email, you might share the pass-

word to your computer. Always ask the person 

from whom you received the email one more time 

to confirm that he is the right person. 

3) Email attachments: You can send files 

through emails. These files may be images, docu-

ments, audio, or videos. Attackers send you an 

email, and you are encouraged to open the at-

tached file. For example: Fig 3 

EMAIL ATTACKS 

Fig: How email works 

Fig 1 

Fig 2 

Fig 3 



G 
enerative AI 

refers to the 

subset of AI 

technologies 

capable of creating new 

content that resembles 

human-generated outputs, 

text, images, videos or 

even code. This capability 

is built upon machine 

learning models, particu-

larly generative adversari-

al networks (GANs), varia-

t ional  autoencoders 

(VAEs), and, more recent-

ly, large language models 

(LLMs) like OpenAI’s GPT 
series. These models are 

trained on vast datasets, 

learning to replicate and 

innovate on the data pat-

terns they’re exposed to. 

On the other hand, deep-

fakes, a portmanteau of 

“deep learning” and 
“fake”, are a specific ap-
plication of generative AI 

focused on creating hyper

-realistic video and audio 

recordings. Leveraging 

techniques such as GANs 

and deepfakes can manip-

ulate existing media to 

make it appear that indi-

viduals are saying or do-

ing things they never did. 

Initially gaining notoriety 

in misinformation and dig-

ital forgery, deepfakes 

have also found legitimate 

applications in filmmak-

ing, gaming, and virtual 

reality, demonstrating the 

technology’s ambivalent 
potential.  

In the meantime, deep-

fakes, which are high-

quality AI-generated fake 

videos, have been circu-

lating online. Synthetically 

generated deepfake vide-

os have exceeded ac-

ceptable limits in terms of 

reality distortion. This dis-

ruptive technological de-

velopment significantly 

impacts the truth. Due to 

the easy accessibility of 

generative AI models, the 

probability of misuse of 

this technology aggres-

sively increases. Though 

deepfake technology 

came into this game in 

2017, large language 

models like ChatGPT, 

Bing, Bard, GPT-4, etc. 

add a whole new dimen-

sion to this scenario. In 

particular, political figures 

are targeted in deepfake 

videos, contributing to the 

erosion of media credibil-

ity. 

This technology has 

spread information, ru-

mors, and propaganda, 

provoked political strife, 

blackmailed individuals, 

and threatened democra-

cy. The capabilities of this 

technology to manipulate 

reality have gone too far. 

This paradigm-shifting 

technological revolution is 

altering the truth and cre-

ates a zero-trust society 

insidiously. 

The Evolution of Generative AI: Deepfakes 

Case Study: Kerala’s First Deepfake Fraud 
In July 2022,Kerala wit-

nessed its first reported 

deepfake fraud case. A 73-

year-old-man, Radhakrish-

nan, fell victim to a sophis-

ticated deepfake scam that 

resulted in the loss of ₹ 

40,000. 

The victim received a 

Whatsapp call from some-

one who appeared to be 

his former colleague, 

Venu Kumar. The caller, 

using deepfake technolo-

gy, perfectly mimicked 

Venu Kumar’s voice and 
appearance. The caller 

asked Radhakrishnan for a 

loan of ₹ 40000, claiming 

that he was in urgent need 

of money. Believing that 

the caller was indeed his 

former colleague, Radha-

krishnan transferred the 

money without hesitation. 

After realizing that he had 

been scammed, Radha-

krishnan filed a police 

complaint. The police in-

vestigation revealed that 

the deepfake call was 

made by a fraudster using 

sophisticated AI software. 

The Kerala     Deep-
fake scam serves as 
a reminder of the 

importance of being 
vigilant when using 
technology. People 
should be careful 
about the infor-

mation they share 
online and should 
be cautious about 
the people they in-
teract with online. 

Cybersecurity Digest 
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“Never trust 
anything 

you see on 

the Inter-

net” 



software or weak security con-

figurations. 

 Victim Infection: When vic-

tims visit the compromised 

websites, the malicious code 

executes on their devices, 

infecting them with malware. 

The malware exploits weak-

nesses in the target’s cyberse-
curity. The attacker delivers 

and installs malware without 

the target realizing. 

The term Watering Hole Attack 

comes from the hunting. Rather than 

tracking its prey over a long dis-

tance, the hunter instead determines 

where the prey is likely to go, most 

commonly to a body of water (the 

watering hole) and the hunter awaits 

there. When the prey comes of its 

own will, often with its guard down, 

the hunter attacks. 

A watering hole is a cyberattack 

technique used by attacker to identi-

fy websites that are frequently visit-

ed by their target victims and then 

infecting these websites by injecting 

malicious code (often JavaScript/

HTML) into web pages to gain access 

to visitors’ devices and information 
or access assets on network. 

The payload may be automatic, or 

the attacker may cause a bogus 

prompt to appear or fake error page 

telling the user to take an additional 

action that will download malicious 

code. 

Cyber Crime News 

 Cyber attack cripples Uttarak-

hand Government IT System, 

halts entire digital operations– 

The420.in 

 Cyberattack group ‘Awaken 

Likho’ targets Russian Govern-
ment  with advanced tools—
TheHackerNews 

 American  Water, the largest 

water utility in US, is targeted by 

a cyberattack—APNews 

How a Watering Hole Attack works? 

Cyber Security 

Awareness Month 

-October 2024 

NABARD, DoS CSITE-Cell 

i s  c o m m e m o r a t i n g 

Cybersecurity Awareness 

Month in October 2024. 

Unleash your inner cyber 

superhero and join the 

movement to secure our 

world. 

 Target Identification: Attack-

ers identify websites frequent-

ly used by their target victims. 

These websites could be in-

dustry forums, professional 

association websites, or popu-

lar news portals. 

 Website Compromise: At-

tackers exploit vulnerabilities 

in the target websites to inject 

malicious code. This could 

involve exploiting unpatched 

Page 2 

Hunting in Cyberspace: Tracking down Watering Hole Attacks 

Fake error page to lure victim to click 



Cyber arrest is a cyber-

crime technique, whose 

incidence has been on 

the rise since a year and 

a half. Fraudsters posing 

as law enforcement offi-

cials of various agencies, 

including the state po-

lice (particularly the 

crime branch), CBI, ED, 

Income Tax, Narcotics 

Control Bureau (NCB), 

RBI and even the Su-

preme Court, put victims  

under immense mental  

stress, accusing them of 

knowingly or unknow-

ingly indulging in major 

crimes, such as human 

trafficking,  narcotics 

smuggling and/or traf-

ficking or money laun-

dering or that their close 

relative is under arrest 

for any or a combination 

of these alleged crimes. 

The fraud typically be-

gins with a video call 

where  the con artists 

make the otherwise 

worldly wise believe they 

are in conversation with 

genuine investigators of 

a major law enforcement 

agency to build fear psy-

chosis. Once softened, 

the scamsters confine 

the targets to their 

premises, including a 

room, where they  are 

placed under cyber ar-

rest (digital arrest) and 

directed to keep their 

cellphone cameras and 

microphones on 24X7. 

Demand for money 

could follow for securing 

bail. The other ruse is to 

verify whether their sav-

ings aren’t proceeds of 
crime. 

To do that, they advise 

the targets to transfer 

their funds to a special 

purpose digital recepta-

cle for a short while till 

the verification is com-

plete, which essentially 

are certain specific bank 

accounts. After the 

funds are dropped in the 

receptacle, they are 

sucked out in no time 

through multiple layers/

chains of bank accounts 

and the caller hangs up 

for good. 

How the victims fail to 

see through the trick of 

digital verification of 

funds and allow them-

selves to be conned to 

voluntarily load them 

into the special recepta-

cle, boggles the mind. 

But such are the mind 

games the scamsters are 

successfully playing with 

otherwise sharp individ-

uals having pretty deep 

pockets. 

Cyber Arrest 

Cyber Arrest: Case Study 
SP Oswal, Chairman 

and Managing Director 

of the Vardhman Group, 

was recently duped of 

more than ₹ 7 crore. He 

was misled into believing 

that he was under probe 

in a money laundering 

case. Besides using fake 

documents and claiming 

the CBI was hot on his 

heels, the cyber fraud-

sters went to the extent 

of creating a fake Su-

preme Court bench led 

by Chief Justice of India 

D Y Chandrachud to 

hear his case. That Os-

wal reportedly paid up 

after the ’court verdict’, 
indicates the dexterity 

and sophistication the 

digital crooks are capa-

ble of.  
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“Cyber security 
is not just a ne-

cessity, it’s a re-
sponsibility. 

Protect data, 

protect the na-

tion” 

 

Cyber Arrest 

Cyber Safe 

Cyber World 



Build a Secure Digital Future: Be Cyber 

Aware 

Avoid Phishing Attacks : Do not click on suspicious links or 

attachments. Phishing emails are designed to trick you into giving 

away sensitive information. Look for signs like unfamiliar email 

addresses, grammatical errors, or urgent requests for personal 

data. 

Use strong passwords : Create strong passwords with a mix of 

letters, symbols and numbers. Your passwords are the first line of 

defence. Avoid using easily guessable information like birth dates 

or common words. 

Enable multi-factor authentication : Enable multi-factor au-

thentication (MFA) for added security. Even if your password is 

compromised, MFA ensures only you can access the account. 

Keep software updated : Regularly update your system and soft-

ware to avoid vulnerabilities. Outdated software can have security 

flaws that hackers exploit. Ensure that your operating system, 

antivirus, and all apllications are up to date with the latest securi-

ty patches. 

Report suspicious activity : If you notice any unusual activity, 

promptly inform your bank. You can also file a complaint on the 

Cyber Crime Portal at https://cybercrime.gov.in or call the 

helpline at 1930.  

 Cyberfraud losses could  amount to 0.7% of GDP, projects Ministry’s study—The Hindu 

 Meta, government launch initiative against online scams—The Hindu 

 Under ‘digital arrest’, Pune senior citizen loses ₹ 45 lakh in cyber fraud—The Indian Express 

 Tamil Nadu cybercrime police bust fake NCRP website—Times Now 

 Government launches system to block ‘fake’ international scam calls—Times of India 

 Deputy Bank Manager amng 2 held for helping cyber cons park money—Times of India 

Cyber Crime News 

Cyber Security : Cultivating a Culture of Society 

— Department of Supervision, NABARD 

As we continue our focus on cybersecurity, it’s vital to recognize that securing our digital environments is an 
ongoing commitment. Just as we remain vigilant in our personal safety, we must apply the same diligence to our 

online transactions. In this bulletin, we present eight essential cyber security habits to reinforce our collective 

security efforts. 

  

CONTROL ACCESS PROTECT DATA EMAIL SAFETY/SECURE BROWSING 

INCIDENT REPORTING SECURE DEVICES 

SOCIAL ENGINEERING VIGILANCE RESOURCES NETWORK SECURITY 



the victim in conversa-
tion. Scammers have 
also been known to use 
images of attractive peo-
ple to lure victims, prey-
ing on their desire for 
companionship or ro-
mance to build trust 
and establish a connec-
tion. 
As the conversation pro-

gresses, the scammer 

gradually introduces the 

victim to the fake invest-

ment scheme and prom-

ises significant profits 

within a short period if 

the victim invests a cer-

tain amount. Unfortu-

nately, many victims fall 

for this fraudulent 

scheme due to the 

scammers’ persuasive 
tactics and convincing 

appearance of legitima-

cy. 

A 
 pig-butchering 
scam is a type 
of investment 
fraud that lures 

individuals into investing 
their money in seemingly 
legitimate and profitable 
ventures. Typically, the 
scammers promise high 
investment returns with-
in a short period. Pig-
butchering scammers 
often use fake images 
and impressive-yet-
fraudulent investment 
portfolios to convince 
victims of the legitimacy 
of their schemes. Once 
victims are hooked and 
have invested a signifi-
cant amount of money, 
the scammers suddenly 
disappear, leaving vic-
tims with no way to re-
cover their funds. The 
term "pig butchering" is 
derived from the idea 
that the scammers fatten 
up their victims with the 

promise of lucrative 
r e t u r n s  b e f o r e 
"slaughtering" them for 
their money. 
The scam often begins 
with a seemingly inno-
cent chat initiated by a 
random person. The 
scammer might claim 
to have received the 
victim's number from a 
mutual friend, while 
also appearing unsure 
if they have the correct 
number. However, this 
is just an act to engage 

C y b e r s e c u r i t y  D i g e s t  

P I G - B U T C H E R I N G  S C A M  
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M e g h a l a y a  R u r a l  B a n k  
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Pig Butchering Scam 

T h e  G r o u p  C h a t  S t r a t e g y  

B 
y adding mul-
tiple people to 
chat groups 
that are cen-

tered around investment 
discussions, scammers 
can quickly gauge the 
interest of their targets. 
Those who remain in the 
group are more likely to 
be interested in invest-
ing, making them prime 
candidates for the scam. 
On the other hand, indi-
viduals who leave the 
group are either aware 
of the scam or are unin-
terested in investing. 

Hence, they are less 
likely to be persuaded by 
the scammer’s tactics. 
The scammers consist of 

a group of individuals 

with different roles and 

objectives. Some of the 

chat group members are 

fake profiles created by 

the scammers them-

selves to make the group 

seem more authentic. 

This approach makes 

the process for scam-

mers easier, enabling 

them to focus their effort 

on individuals who are 

more susceptible to their 

fraudulent schemes. It 

also creates an environ-

ment that promotes a 

sense of community and 

social validation, as po-

tential victims would see 

that other people are 

engaging in discussions 

about investment and 

are not calling out the 

scam. 

https://www.finra.org/investors/insights/pig-butchering-scams


Given the alarming trends and the growing sophistication of pig-butchering scams, it is crucial 
for individuals to take proactive steps in safeguarding their investments and personal infor-
mation. The following recommendations are designed to help individuals recognize the warning 
signs of these scams and take appropriate action: 

1. Be cautious of unsolicited messages and group chats. As previously discussed, scam-

mers often initiate contact through seemingly innocent chat messages or by adding individuals 
to investment-themed group chats. Be wary of engaging with strangers and carefully consider 
the source of any unsolicited messages or group chat invitations. 

2. Verify the legitimacy of brokerages. Before investing your money, make sure that you 

conduct a thorough investigation of the brokerage you’re considering. Check for recently creat-
ed domains via registration data or news articles. If something seems suspicious, trust your 
instincts and avoid engaging with the platform. 

3. Monitor identity theft resources for leaked personal information. Be vigilant about the 

security of your personal information. Regularly check or sign up for reputable identity theft 
monitoring services to track any leaks or breaches involving your data and take appropriate 
steps to secure your information if needed. 

4. Be skeptical of high investment returns with low risks. If an investment opportunity 

promises high returns with minimal risk, it is likely too good to be true. Always research and 
verify investment opportunities before committing your money. 

5. Educate yourself about emerging tactics. Stay informed about the latest strategies em-

ployed by scammers, such as the use of group chats and fake brokerages. By understanding 
how these scams work, you can better recognize the warning signs and avoid becoming a vic-
tim. 

6. Report suspicious activity. If you encounter a potential pig-butchering scam, report the 

incident to law enforcement. Your report could help prevent others from falling victim to the 
same scam. If you have already transferred funds to fake brokerage websites, it is best to re-
port this as soon as possible to potentially recover them. 

C y b e r  C r i m e  N e w s  

 Cyber crimes: 4.5 lakhs ‘mule’ accounts frozen, many in public 
sector banks - The Indian Express. 

 Incidents of cyberattacks in India may reach 17 trillion by 2047: 

Study - The Hindu. 

 Indians lose ₹ 1.5 lakh to cyber criminals every minute: Official –
The Hindu. 

 Cyber Fraudsters impersonate TRAI officials, MHADA employee 

scammed of ₹ 3 lakh in digital arrest scheme –The 420.in 

 Class XI “influencer” student scams 200 Instagram followers with 
a fake investment scheme - The Indian Express. 

S a v i n g  v i c t i m s  f r o m  f a l l i n g  p r e y  t o  p i g - b u t c h e r i n g  



T 
he rise of digitization in 
India has brought sweep-
ing changes, with one of 
the most significant being 

the adoption of the Unified Pay-
ments Interface (UPI). Launched 
in 2015, UPI revolutionised bank-
ing by empowering popular apps 
like BHIM UPI, Google Pay, and 
PayZapp. Now, leaving home with-
out cash is no longer a worry be-
cause your phone serves as your 
wallet. 
         However, alongside its con-
venience, UPI has also brought 
challenges, notably in the form of 
scams like phishing scams, QR 
Code frauds, SIM swapping 
scams, fake payment apps and 
overcharging schemes. Cyber 
scams, already a prevalent threat, 
have amplified with UPI's popular-
ity, leading to a surge in digital 
payment fraud in India. According 
to the RBI Annual Report, digital 
payment fraud reached a record 
14.57 billion rupees ($175 million) 
in the fiscal year ending March 
2024. 
         The main downside of UPI is 
that scammers who have your UPI 
ID can flood you with collect mon-
ey or autopay requests. If you 
mistakenly approve these re-

quests, you'll end up paying the 
fraudster, enabling them to use 
your money for their purchas-
es.  

        The UPI scam operates on 
a simple principle-you are de-
ceived into believing a false sto-
ry or are caught off guard and 
approve an unknown UPI col-
lect money or autopay request. 
You might wonder why you 
would approve such unfamiliar 
requests. The reason is that 
you may not be able to distin-
guish between a genuine re-
quest and a fraudulent one. It's 
important to note that the col-
lect money or autopay request 
itself is valid, but the person 
initiating these requests is a 
fraudster. 

       UPI IDs are generally ex-
pressed as phone numbers fol-
lowed by the UPI provider ex-
tension. This is exploited by 
scamsters. Phone numbers and 
details are soft targets since 
phone numbers are shared of-
ten and are quoted at multiple 
places - e-shopping, restau-

rants, malls, parking places 
and so on. Given that it's 
easy to crack UPI IDs, cus-
tomers using the same for 
online and digital transac-
tions need to be well aware of 
the risks. There have been a 
number of fraud cases in the 
past where customers have 
approved transactions think-
ing it's a receipt but have 
ended up transferring money 
from their account. 

       To safeguard against 
these threats, it's crucial to 
remain vigilant and exercise 
caution. Always verify the 
authenticity of communica-
tions and transactions, avoid 
clicking on suspicious links, 
secure your SIM card, and 
opt for secure UPI IDs for 
transactions. By staying in-
formed and proactive, indi-
viduals can protect them-
selves from falling victim to 
these prevalent UPI scams 
and ensure safe digital trans-
actions in an increasingly 
interconnected world. 

UPI Scam: The unprecedented surge 
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It’s been observed that fraudsters follow a pattern whilst executing these elaborate plans. As a re-
sult, we’ve managed to weave a stepwise timeline of how these plans are generally performed. Let’s 
take a look at how UPI fraud occurs: 

 STEP 1: It all starts with a random call. Fraudsters usually call targets to get their attention, as 
opposed to texting. They commonly disguise themselves as a bank representative, calling for a seem-
ingly harmless issue. 

 STEP 2: To make the call sound legit, they proceed to ask verification questions like your date of 
birth, name, or mobile number. 

 STEP 3: There is always a problem. Hackers use technical difficulties in the app or website to 
talk to you. They usually weave false stories that convince you to forfeit your personal information to 
resolve the issue. 

 STEP 4: Once the fraudster has convinced you, they ask you to download an application on 
your phone. Some of these apps are AnyDesk and ScreenShare, which are available on the Google 
Play Store. 

 STEP 5: While downloading AnyDesk or a similar application, it asks for privacy permission, like 
other regular apps. But don’t be fooled; these apps can access everything on your phone. 
 STEP 6: The fraudster will then ask you for a 9-digit OTP generated on your phone. As soon as 
you reveal the code, the hacker will also ask to grant permission from the phone. 
STEP 7: When the app acquires all permissions required, the caller starts to take complete control 

of your phone without your knowledge. After gaining full access to your phone, the hacker steals 

passwords and begins transacting with your UPI account. Thus, you become one of the many vic-

tims of UPI fraud. 

We identified other approaches, too. For example, fraudsters send an SMS and ask you to forward it 
to another number they provide. After the message is successfully sent, the fraudster can link your 
mobile number or account through UPI to their mobile. 

How Do Hackers Execute UPI Fraud? 
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P 
age hijacking is a decep-
tive technique used by 
cyber attackers to ma-
nipulate web traffic. By 

creating a duplicate of a legiti-
mate website, attackers aim to 
redirect users to a malicious 
site. This can be achieved by ex-
ploiting search engine algo-
rithms, which may mistakenly 

prioritize the malicious site over 
the original. 
      Often referred to as 302 re-
direct hijacking or URL hijack-
ing, this method involves using 
temporary redirects to trick 
search engines. The ultimate 
goal is to transfer the page au-
thority and ranking signals from 
the legitimate site to the hijack-

er's site, thereby misleading us-
ers and search engines alike. 
       Traffic is the primary cur-
rency for securing and amassing 
revenue on the internet. This 
traffic and, ultimately, income is 
what pagejackers aim for, as 
they try to divert as much as 
possible from the original site. 

Pagejacking 
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Q 
uishing, or QR 
phishing, is a 
cybersecurity 
threat in which 

attackers use QR codes 
to redirect victims to 
malicious websites or 
prompt them to down-
load harmful content. 
The goal of this attack 
is to steal sensitive in-
formation, such as 
passwords, financial 
data, or personally 
identifiable information 
(PII), and use that infor-
mation for other pur-
poses, such as identity 
theft, financial fraud, or 
ransomware. 
       This type of phish-
ing often bypasses con-
ventional defenses like 
secure email gateways. 
Notably, QR codes in 
emails are perceived by 
many secure email 
gateways as meaning-
less images, making the 
users vulnerable to spe-
cific forms of phishing 
attacks. QR codes can 
also be presented to 
intended victims in a 
number of other ways.  

       QR codes, or Quick 
Response codes, are 
two-dimensional bar-
codes that can be 
scanned easily with a 
camera or a code reader 
application. The main 
component of a QR 
code is data storage. 
QR codes have the ca-
pability to store signifi-
cant amounts of infor-
mation including URLs, 
product details, or con-
tact information. Scan-
ning technology allows 
smartphone cameras or 
code readers to easily 
and quickly access the 
website to which the 
URL points.  
       In a quishing at-
tack, the attackers cre-
ate a QR code and link 
it to a malicious web-
site. Typically, the at-
tacker will embed the 
QR code in phishing 
emails, social media, 
printed flyers, or physi-
cal objects, and use so-
cial engineering tech-
niques to entice the vic-
tims. For example, vic-
tims might receive an 

email urging them to 
access an encrypted 
voice message via a 
QR code for a chance 
to win a cash prize.  
       Upon using their 
phones to scan the 
QR code, victims are 
directed to the mali-
cious site. The site 
may prompt victims to 
enter private infor-
mation, such as login 
information, financial 
details, or personal 
information. In the 
example above, the 
site may request the 
user’s name, email, 
address, date of birth, 
or account login infor-
mation. 
       Once this sensi-
tive information is 
captured, attackers 
can exploit it for vari-
ous malicious purpos-
es, including identity 
theft, financial fraud, 
or ransomware. 

QR Code Scam 

Quishing Scam: The new Cybercriminal Tool 

 A scareware is a 
cyberattack tactic that 
scares people into visit-
ing spoofed or infected 
websites or download-
ing malicious software 
(malware). Scareware 
can come in the form of 
pop-up ads that appear 
on a user’s computer or 
spread through spam 

email attacks. 
A scareware attack is 
often launched through 
pop-ups that appear on 
a user’s screen, warn-
ing them that their 
computer or files have 
been infected and then 
offering a solution. This 
social engineering tactic 
aims to scare people 

into paying for soft-
ware that purportedly 
provides a quick fix to 
the "problem." Howev-
er, rather than fix an 
issue, scareware actu-
ally contains malware 
programmed to steal 
the user’s personal da-
ta from their device. 

Scareware 
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Z ero Trust is a net-
work security strate-

gy based on the philosophy 

that no person or device inside 
or outside of an organization’s 
network should be granted ac-
cess to connect to IT systems 
or workloads unless it is ex-
plicitly deemed necessary. In 
short, it means zero implicit 
trust. 
      In 2010, Forrester Re-
search analyst John Kindervag 
proposed a solution he termed 
“Zero Trust.”  
      It was a shift from the 
strategy of “trust but verify” to 
“never trust, always verify.” In 
the Zero Trust model, no user 
or device is trusted to access a 
resource until their identity 
and authorization are verified. 

This process applies to those 
normally inside a private net-
work, like an employee on a 
company computer working re-
motely from home or on their 
mobile device while at a confer-
ence across the world. It also 
applies to every person or end-
point outside of that network. It 
makes no difference if you have 
accessed the network before or 
how many times — your identity 
is not trusted until verified 
again. The idea is that you 
should assume every machine, 
user, and server to be untrusted 
until proven otherwise.  

Zero Trust Model 

for such information over 

phone calls, emails or 

text messages   

 Avoid using public or un-

secured networks that 

can be easily accessed by 

hackers. 

 Do not disable push noti-

fications and transaction 

alerts on your UPI apps. 

 Never leave your bank 

account unattended. 

 When conducting UPI 

transactions, ensure that 

you are using a secure 

and trusted Wi-Fi net-

work. 

 Regularly update your 

UPI apps to the latest ver-

sion available. Software 

updates often include se-

curity enhancements that 

can protect you from po-

tential vulnerabilities. 

 Keep a close eye on your 

UPI account activity and 

transaction history. If you 

notice any unauthorised 

or suspicious transac-

tions, immediately con-

tact your bank and report 

the issue. 

UPI Fraud Prevention 

 Beware of fraudulent 

calls or messages from 

individuals posing as 

bank representatives. 

Verify the authenticity of 

unknown numbers us-

ing apps like Truecaller, 

and refrain from re-

sponding or providing 

any personal infor-

mation. 

 Avoid sharing your UPI 

PIN, password or OTP 

(One-Time Password) 

with anyone, including 

bank representatives. 

Legitimate bank repre-

sentatives will never ask 
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best to put the honeypot 
behind the firewall pro-
tecting your organiza-
tion’s network. This 
enables you to examine 
threats that get past the 
firewall and prevent 
attacks engineered to be 
launched from within a 
compromised honeypot. 
As the attack ensues, 
your firewall, posi-
tioned between the 
honeypot and the inter-
net, can intercept it and 
eliminate the data. 

I 
n cybersecurity 
honeypots are 
decoy servers or 
systems that are 

deployed next to sys-
tems your organiza-
tion actually uses for 
production. Honeypots 
are designed to look 
like attractive targets, 
and they get deployed 
to allow IT teams to 
monitor the system’s 
security responses and 
to redirect the attacker 
away from their intend-
ed target.  
There are various 
honeypots, and they can 
be set up according to 
what your organization 
needs. Because they 
appear to be legitimate 
threats, honeypots act 
like a trap, enabling you 
to identify attacks early 

and mount an appropri-
ate response. This 
honeypot meaning 
points to some of the 
ways they can be used 
to direct attackers away 
from your most im-
portant systems. While 
the attacker falls for the 
bait, you can gather cru-
cial intelligence about 
the type of attack, as 
well as the methods the 
attacker is using.  
A honeypot works best 
when it appears to be a 
legitimate system. In 
other words, it must run 
the same processes your 
actual production sys-
tem would run. It 
should also contain de-
coy files the attacker 
will see as appropriate 
for the targeted process-
es. In many cases, it is 

H o w  d o  H o n e y p o t s  w o r k ?  

In many ways, a honey-
pot looks exactly like a 
genuine computer sys-
tem. It has the applica-
tions and data that cyber 
criminals use to identify 
an ideal target. A 
honeypot can, for in-
stance, pretend to be a 
system that contains 
sensitive consumer da-
ta, such as credit card or 
personal identification 
information. The sys-
tem can be populated 

with decoy data that 
may draw in an attacker 
looking to steal and use 
or sell it. As the attacker 
breaks into the honey-
pot, the IT team can ob-
serve how the attacker 
proceeds, taking note of 
the various techniques 
they deploy and how 
the system’s defenses 
hold up or fail. This can 
then be used to 
strengthen the overall 
defenses used to protect 

the network. 
Honeypots use security 
vulnerabilities to lure in 
attackers. They may 
have ports that are vul-
nerable to a port scan, 
which is a technique for 
figuring out which ports 
are open on a network. 
A port left open may 
entice an attacker, al-
lowing the security 
team to observe how 
they approach their at-
tack. 
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C y b e r s e c u r i t y  D i g e s t  
B i - w e e k l y  u p d a t e  b y  t h e  C I S O  S e c t i o n  o f  

M e g h a l a y a  R u r a l  B a n k  

Honeypotting is differ-
ent from other types of 
security measures in 
that it is not designed to 
directly prevent attacks. 
The purpose of a 
honeypot is to refine an 
organization’s intrusion 
detection system (IDS) 
and threat response so 
it is in a better position 
to manage and prevent 
attacks. 

https://www.fortinet.com/resources/cyberglossary/what-is-port-scan
https://www.fortinet.com/resources/cyberglossary/intrusion-detection-system
https://www.fortinet.com/resources/cyberglossary/intrusion-detection-system


 A salami attack is a fraud-
ulent technique used by cyber-
criminals to steal small amounts 
of money or data from multiple 
victims, gradually accumulating a 
significant gain for themselves. It 
is a deceptive and subtle form of 
hacking that can go unnoticed for 
a long time, making it difficult to 
detect and trace back to the per-
petrator.  

 A salami attack derives its 
name from slicing thin and indis-
cernible pieces, just as a salami 
slicer slices the meat thinly with-
out arousing suspicion. Similarly, 
cybercriminals in a salami attack 
carry out their malicious activi-
ties stealthily, making it challeng-
ing for victims and investigators 
to identify and stop the breach. 
 The origin of salami at-

tacks can be traced back to the 
early days of the digital age 
when financial systems be-
came increasingly intercon-
nected. As technology ad-
vanced, so did the methods 
employed by cybercriminals, 
leading to the emergence of 
salami attacks as a sophisticat-
ed technique for financial gain.  
   

 The Citibank hack was 
the first significant cybercrime 
involving banks. In 1994, Rus-
sian computer programmer Vla-
dimir Levin tricked Citibank's 
computers into transferring mon-
ey to his account. He then used 
the money to buy goods and ser-
vices in various locations around 
the world. Levin pleaded guilty 
in January 1998, admitting that 
he had hacked into Citibank's 
systems and obtained the cus-
tomer information.  
 Although Levin did not 

steal any money directly, he did 
gain control of funds belonging 
to others. Citibank denied that 
anyone within the bank helped 
Levin carry out the crime. How-
ever, no one has ever claimed 
responsibility for Levin's ac-
tions. 

 According to published 
reports (Citigroup), Citibank's 
internal systems detected suspi-
cious activity involving two wire 
transfer requests totaling 
$26,800 and $304,000. When 

bank personnel contacted the 
Federal Bureau of Investigation, 
they could trace the source of the 
funds to an account belonging to 
Michael R. Levin, a resident of 
New York City. Telephone rec-
ords showed that Levin had used 
his home telephone number to 
make the fraudulent requests. In 
addition, investigators deter-
mined that Levin had transferred 
money out of the United States 
through Western Union offices 
in Moscow, Russia. 

S A L A M I  A T T A C K  

C i t i b a n k  :  S A L A M I  A t t a c k  

R e a l - L i f e  E x a m p l e s  o f  S a l a m i  A t t a c k  

 Another salami attack oc-
curred in the e-commerce indus-
try. Cybercriminals exploited vul-
nerabilities in the payment sys-
tems of online retailers, making 
small alterations to purchase 
amounts. These seemingly insig-
nificant changes went unnoticed 
by customers, but the attackers 
accumulated substantial profits 
by skimming off a fraction of 
each transaction. 

 Salami attacks have been 
carried out in various industries, 
targeting both individuals and 
organizations. One notable exam-
ple occurred in banking, where 
cybercriminals manipulated fi-
nancial transactions by rounding 
off decimal points. By siphoning 
off the fractions of rupees, the 
attackers accumulated significant 
sums over time, all while remain-
ing undetected. 

Ever spotted a weird, tiny 
charge on your bank 
statement? It might have 
only been a couple of 
rupees, and you wrote it 
off as an error. But what 
if it wasn’t? Or maybe it 
was the first step in an 
elaborate cybercrime 
strategy called a salami 
attack? 
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Instagram recently 
by women with at-
tractive profiles, who 
immediately ask 
them for a sex chat 
or a nude video call. 
When the person 
agrees to it, they rec-
ord the entire episode 
and start blackmail-
ing/extorting the vic-
tim for money threat-
ening to share the 
video with his rela-
tives and friends. 

This crime can also 

be committed by 

someone known to 

the victim and with 

whom the victim has 

had an intimate rela-

tionship. Sometimes, 

such people get ac-

cess to or clandes-

tinely obtain private 

pictures/videos of 

the victim and then, 

when the relation-

ship ends, they use it 

to extort money from 

the victim. 

Sextortion frauds are 
those type of frauds 
that can take place 
both against male and 
f e m a l e  v i c t i m s 
(although majority of 
the victims are pri-
marily females) and 
the perpetrator can be 
both an unknown per-
son or a known one. 
In such crimes, the 
culprit usually entices 
and induces the vic-
tim to share their pri-
vate and nude photo-
graphs or videos over 
phone, which are then 
stored and saved by 
the former for future 
extortion (sextortion). 

In a lot of cases, peo-
ple come in contact 
with unknown per-
sons through dating 
apps or even matrimo-
nial websites/apps. 
The profiles that they 
connect with, are 
mostly fake. The per-
son behind the profile 
is actually a criminal 
whose main motive is 

to extort money from 
the victim. These fake 
profiles are deliberately 
made to look very at-
tractive so that people 
fall prey to this scam 
easily. The persons 
who operate these fake 
profiles first talk to the 
victims normally for a 
few days and then in-
duces them to share 
their intimate/nude 
pictures and videos 
with them. Once the 
criminal has access to 
these private pictures 
and/or videos, he 
starts extorting the 
sender for money, 
sometimes up to sever-
al lakhs claiming that 
in case the victim does 
not pay up, he will up-
load their pictures/
videos on the internet 
or share those with 
his/her relatives, fami-
ly and friends. 

In a new variant of this 
Modus Operandi, a lot 
of people (mostly men) 
are being contacted on 

Sextortion Frauds 

Safety Precautions 

1. Please remember – the internet never forgets or forgives. If you have shared something once, it will 
remain present on the Net forever, in one form or the other. 

2. Secondly, the reach and speed of the internet is enormous. In a short span of time, the offensive 
content can spread to millions of people. Therefore, it is very important that under no circumstanc-
es, nothing that could, if leaked into the public domain, cause harm or embarrassment at a later 
stage, should be posted, shared, transmitted, recorded, etc. 

3. During an online interaction or chat, if the person on the other side is trying to rush through the 
things and develop intimacy, then it is cause of alarm. 
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“If you spend 
more on cof-

fee than on IT 

security, you 

will be 

hacked. 

What’s more, 
you deserve to 

be hacked” 
- Richard Clarke 



A spam trap is an 
email address that's 
used to identify and 
monitor email spam. 
It's also a type of 
honeypot because it 
uses a fake email ad-
d r e s s  t o  b a i t 
spammers. Internet 
service providers 
(ISPs), antispam or-
ganizations, blocklist 
providers and corpora-
tions use spam traps 
to monitor and reduce 
the amount of spam 
traffic to their net-
works. 

A spam trap uses fil-

ters to block certain 
email addresses that 
have a history of send-
ing spam. The spam 
trap analyzes all or 
part of the email ad-
dress to identify it and 
decide whether to 
mark it as a spam-
sending address. 

Despite their objective 

of blocking spam 

email addresses, spam 

traps can unintention-

ally block legitimate, 

nonspam email ad-

dresses as well, which 

can damage the send-

er's reputation and 

email deliverability. 

Spam traps can cause 

the sender's domain 

list or Internet Proto-

col (IP) address to be 

denied. 

Spam Traps 

Cybersecurity Tips & Best practices 

• Keep software up-

to-date. 

• Avoid opening sus-

picious emails. 

• Keep hardware up-

to-date. 

• Use a secure file-

sharing solution to 

encrypt data. 

• Use anti-virus and 

anti-malware. 

• Use a VPN to pri-

vatize your connec-

tions. 

• Check links before 

you click. 

• Don’t be lazy with 
your passwords! 

• Disable Bluetooth 

when you don’t 
need it. 

• Enable two-factor 

authentication. 

• Remove adware 

from your ma-

chines. 

• Double check for 

HTTPS on web-

sites. 

• Don’t store im-
portant information  

in non-secure plac-

es. 

• Scan external stor-

age devices for vi-

ruses. 

• Avoid using public 

networks. 

• Avoid the “secure 

enough” mentality. 

• Invest in security 

upgrades. 

• Backup important 

data. 

• Train employees. 

• Use HTTPS on your 

website. 

• Employ a “White 
Hat” Hacker. 
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M 

any forms of criminal 
activity generate sig-
nificant amounts of 
money. To avoid at-

tracting the attention of law en-
forcement, criminals must find a 
way to disguise the source of their 
ill-gotten funds. That’s the goal of 
money laundering, which involves 
criminals engaging in a series of 
transactions to conceal the criminal 
origins of their money. 
Money laundering involves three 
stages: 
1. A criminal (or those under their 
direction) introduces funds earned 

through criminal activity to the fi-
nancial system. 
2. A money launderer (or the 
criminal themselves) engages in a 
series of transactions to create lay-
ers between the illegal source of the 
cash they control. 
3.  The criminal moves laundered 
money back into the financial sys-
tem. 

During the layering stage, the goal 
is to disconnect the money from the 
illegal activity that generated it. 
Generally, the more layers money 

passes through, the harder it be-
comes to connect the funds to crim-
inal activity. 

Layering can include changing the 
nature of the assets, i.e. cash, gold, 
casino chips, real-estate, and can 
also involve electronic transactions 
such as wires and ACHs, paper 
transactions, and/or manual move-
ment of the funds between coun-
tries using covert means.  

A Smurf is a money launderer who 
seeks to structure large transactions 
into smaller ones to avoid monetary 
thresholds requiring more scrutiny 
by banks and financial institutions. 
Smurfing is a layering technique 
wherein a Smurf resorts to structur-
ing large amounts of cash into mul-
tiple small transactions and spread-

ing them across many different ac-
counts. Smurfing is a known mon-
ey laundering technique adopted by 
criminals to circumvent the radar of 
regulatory authorities. 
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The layering stage in money laun-
dering is arguably the most crucial 
for the launderers. Illicit funds 
come out of the dark and blend with 
legitimate instruments. Launderers 
conclude these multiple transactions 
to confuse standard money launder-
ing controls, which institutions pri-
marily establish. 
After separation from the original 
source, the crime proceeds enter 
into the financial system. The funds 
are dispersed and disguised to re-
duce the chances of suspicion or 
detection from law enforcement 
agencies. These funds are fragment-
ed into smaller transactions and 
often transferred overseas to keep 
the money moving internationally, 
preventing the authorities from 
tracking the movement easily. 
The possibility of transferring mon-
ey electronically makes the cross-
border movement of funds easy 
without inviting the attention of the 
authorities. 
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Criminals across the globe use some 
common methods for layering a 
transaction. Some of the red flags 
indicating layering in money laun-
dering are: 
 Large number of fund transfers 
within a single bank 
 Large number of transactions 

with rounded-off amounts 
 Multiple fund deposits and im-
mediate withdrawals 
 Large number of wire transfers 
in quick succession 
 Fund transfers from high-risk 
customers or high-risk geographies 

high-risk 

Ongoing Transaction Monitor-
ing 

 Continuous transaction moni-
toring to detect and report 
suspicious patterns and red 
flags indicative of layering 
and money launder-
ing activities..  

Documenting the red flags 

 Documentation and dissemi-
nation of identified risk indi-
cators associated with the 
layering stage of money laun-

dering to the team is crucial 
for awareness and neces-
sary action.. 

Training the team 

 It is essential to onboard 
teams from various busi-
ness segments to create an 
unbreakable shield against 
layering activities. This is 
possible only when the 
team is adequately trained 
in detecting the risk indica-
tors and applying necessary 
controls. 

Adequate Customer Due Pro-
cess 

 Robust KYC (Know Your 
Customer), involving iden-
tification and verification of 
the customer and the Ulti-
mate Beneficial Ownership 
(UBOs). 

 Screening the customers 
against the sanctions list 

 Identifying the customer’s 
relationship with Politically 
Exposed Persons (PEP) or 
nexus with any adverse me-
dia related to financial 
crime. 

 Enhanced Due Diligence        
for customers identified as 
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In a move to combat financial fraud, the Reserve Bank of India (RBI) has mandated that banks and other regulat-
ed entities (REs) utilize the ‘1600xx’ numbering series exclusively for transactional calls to customers. For pro-
motional communications, the ‘140xx’ series should be employed. This directive aims to enhance the secur ity 
of digital transactions and protect customers from fraudulent activities.  



T h e  w o r d 
“doxing” (also spelled 
"doxxing") is derived 
from the term 
“dropping dox,” or 
“documents.” Doxing 
is a form of cyberbul-
lying that uses sensi-
tive or secret infor-
mation, statements, 
or records for the 
harassment, expo-
sure, financial harm, 
or other exploitation 
of targeted individu-

als. 

This doxing meaning 
involves taking spe-
cific information 
about someone and 
then spreading it 
around the internet 
or via some other 
means of getting it 
out to the public. 
This practice has 
been fervent for many 
years, simply be-
cause documents 

contain permanent 
records of facts about 

people and things 
they have done and 
said, which can be 
powerful weapons 
against them. Howev-
er, the term “doxing” 
first gained populari-
ty in the 1990s when 
hackers began drop-
ping docs on people 
who had been hiding 

behind fake names. 
In this way, hackers 
could expose other 
attackers with whom 
they had been in 
competition. Remov-
ing their anonymity 
left them exposed to 

authorities and oth-
ers trying to track 

them down. 

Doxing has taken a 

prominent role in 

modern culture wars, 

which involve people 

targeting those who 

support a cause or 

hold a belief that is in 

opposition to one 

they are trying to 

push forward 
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Doxing—The Weaponisation of  Personal Data 

How does Doxing work? 

Doxing is based on 

the fact that nearly 

everyone has data 

about them floating 

around on the inter-

net, protected by var-

ying levels of securi-

ty—and in some cas-

es, barely any at all. 

Once this data has 

been found, it is 

weaponized and used 

against the target.  

People often use the 

same or similar 

usernames on differ-

ent accounts for a 

variety of websites 

and web applications. 

It is relatively easy 

therefore for cyber 

criminals, activists, 

or others to use the 

usernames you have 

to pinpoint accounts 

that belong to you. 

Data from each of 

these accounts can 

be taken to compile a 

more thorough port-

folio of documents 

that reveal infor-

mation about you  

Date : 16-02-2025 
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Doxers can 

extract per-

sonal data 

from seeming-

ly harmless 

social media 

posts 

: Cybersecurity 

experts 



1. Phone numbers: 

These can be used to 
contact the victim 
directly while pre-
tending to be some-
one else and then 
asking questions to 
get more infor-
mation. They can 
also be used to gain 
access to secure user 
accounts. 

2. Social security 

numbers: A social 
security number is 
required to validate 
the identity of a per-
son on a variety of 
websites and with a 
wide array of compa-
nies that hold pri-

vate data. 

3. Home address: Not 

only can a home ad-
dress be used to ver-
ify someone’s identi-
ty while trying to 
gain access to a pri-
vate account, but it 
can also be used by 
an attacker to apply 
for new accounts 
while pretending to 
be the victim. 

4. Credit card details: 

Credit card infor-
mation can be 
weaponized for profit 
or to harm a victim’s 
credit rating, as well 
as gain access to 
other sensitive infor-

mation. 
5. Bank account de-

tails: Because bank 
account details are 
typically only availa-
ble after someone 
has satisfied security 
measures, they can 
be used to “verify” 
your identity for 
someone pretending 
to be you. They can 
also be levied to 
transfer money from 
your account to 
someone else’s or 
published in a dox-
ing attack to make 
the target more vul-
nerable. 

Secure Password 
Protection 

Strong passwords are 
critical for protecting 
against doxing attacks. 
For optimal security, 
passwords should con-
tain a combination of 
uppercase and lower-
case letters, numbers, 
and symbols with at 
least 8 characters in 
length. Using distinct 
passwords for each ac-
count is vital to ensure 
that if one password is 
exposed, other ac-
counts remain secure. 

Check out our blog 
post for password best 

practices. 

Multifactor Authen-

tication 

Two-factor authentica-
tion (2FA) and multi-
factor authentication 
(MFA) add extra layers 
of security by requiring 
users to provide a 
username/password 
combination and an-
other form of verifica-
tion, such as a code 
sent via text message 
or email, before they 
can access their ac-
count. This makes it 
much more difficult for 
attackers to gain unau-
thorized access, even if 

they manage to get 
hold of someone’s cre-
dentials through dox-
ing or other means. 

Limit Information 
Shared Online 

Another way to protect 
yourself from doxers is 
by limiting the person-
al information you 
share online, particu-
larly on public forums, 
social media sites, or 
discussion boards 
where people may 
search for targets us-
ing keywords related to 
location, job title, or 
interests. Be mindful 
when posting photos, 

too – avoid including 
details that could iden-
tify where you live or 
work unless absolutely 
necessary. 

Not only is it essential 

to safeguard your in-

formation but also that 

of those around you. 

Friends and family 

members who might 

not understand how 

easy it can be for mali-

cious actors to find 

their personal details 

should also be educat-

ed about good digital 

hygiene practices. 

How to protect against Doxing? 

What infor-

mation are 

Doxers looking 

for? 

Doxing is scary because it involves exposure of poten-

tially sensitive information to the public in a way that 

could damage the victim’s reputation or expose them 
to theft or identity fraud. A doxing attack can also be 

used to blackmail the target or to embarrass 

someone’s family or friends. Further, doxing can be a 
weapon for getting someone fired from a job due to 

things they have done that their employer disagrees 

with.  

https://www.proofpoint.com/us/blog/security-awareness-training/how-strong-my-password-guide-enable-your-employees-set-strong
https://www.proofpoint.com/us/blog/security-awareness-training/its-world-password-day-share-these-dos-and-donts-your-end-users
https://www.proofpoint.com/us/blog/security-awareness-training/its-world-password-day-share-these-dos-and-donts-your-end-users
https://www.proofpoint.com/us/threat-reference/multifactor-authentication
https://www.proofpoint.com/us/threat-reference/multifactor-authentication
https://www.fortinet.com/resources/cyberglossary/identity-theft


The landscape of AI is evolv-
ing rapidly, and Agentic AI 
architecture represents a trans-
formative approach in the field 
of artificial intelligence. This 
paradigm shift enables the de-
velopment and deployment of 
agentic AI systems capable of 
dynamic learning, decision-

making, and interaction within 
complex environments. Agen-
tic AI can optimize complex 
workflows, reduce operational 
costs, and respond more effec-
tively to changing business 
needs. This adaptability drives 
higher productivity and enables 
organizations to stay competi-
tive in an increasingly dynamic 
marketplace. 

W hile generative AI 
models like GPT-4 and Claude 
Sonnet 3.5 and artificial general 
intelligence have certainly trans-
formed the way businesses interact 
with data and dominated headlines 
over the last two years; the new 

phrase on the lips of many play-
ers in the AI space is agentic AI 
— intelligent systems or so-

called “agents” that don’t just 
generate content but autono-
mously reason, adapt, and take 
action. 
Non-Agentic rule based AI sys-
tems, while effective at auto-
mating routine tasks, are funda-
mentally limited by their rigid 
adherence to predefined rules. 
This constraint hinders its abil-
ity to adapt, learn, and make 
independent decisions.  Hence, 
they have proven inadequate in 
addressing the dynamic needs of 
modern enterprises while Agen-
tic AI promises to revolutionize 
enterprise operations by deliver-
ing end-to-end solutions that 
can autonomously achieve busi-
ness objectives. 

Agentic AI: A Tipping Point Anticipated for 2025 

Understanding the Need for Agentic AI in Banking   

Banking has remained a slow, te-
dious process that many customers 
find unconstructively engaging. 
With the advancement in the use 
of the internet and advancement in 
technology, specifically in the use 
of mobiles, banking has become 
online banking. Still, even such 
improvements have their draw-
backs. Different consumers today 
hold very high expectations of 
organizations regarding efficiency 
and the time taken to respond, as 
well as customized services, which 
traditional systems can only but 
fail to address. 

With the help of such means as 
developed algorithms and machine 
learning, Agentic AI contributes to 
the ability of banks to process in-
formation more effectively and 

quickly. It saves time by per-
forming repetitive tasks and of-
fers forecasts that banks can use 
to understand the customers' 
needs and market trends. This 
proactive strategy is essential in 
any organization despite the 
rapid changes in the industry.  

Date : 01-03-2025 Volume 1, Issue 12 
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For Banks  

Efficiency: Agentic AI 

as a form of an agent 

significantly reduces 

the amount of time 

taken to accomplish 

ordinary processes, 

reduces expenses of 

running the opera-

tions, and provides 

high-quality work with 

minimal rates of error. 

Operations like data 

input, loan documen-

tation, and transaction 

checks can be tended 

to by software so that 

the employees remain 

engaged only in more 

important activities.   

Data Insights: AI 

agents use big data to 

offer strategic and tac-

tical solutions, hence 

improving decisions 

made. In conclusion, 

assessment of prior 

results and present 

trends enables the 

right decisions to be 

made regarding prod-

uct portfolios, pricing, 

and risk within the 

context of a bank.   

Risk Management: 

Real-time fraud detec-

tion, monitoring of 

compliance and other 

aspects become possi-

ble, given that AI runs 

through the transac-

tions in real-time. This 

capability increases 

the structured risk 

monitoring and man-

agement capability of 

the bank and will aid 

it in preventing cir-

cumstances that gen-

erate costly legal epi-

sodes and undesirable 

media exposure.     

How Does Agentic AI Transform Banking for Banks and Consumers? 

customers engage in 

AI chatbots, they are 

constantly supported, 

and their problems are 

solved in due course. 

The readiness of such 

technologies always 

enables a customer to 

get the required sup-

port at a particular 

time and build confi-

dence in their banking 

channel.   

Speed: Non sunk 

costs are incurred 

once and there is al-

ways an improvement 

in the timely credit 

evaluation and other 

transactions which are 

advantageous for the 

customers. Agentic AI 

facilitates this as it 

performs credit as-

sessments within in-

stants and delivers 

funds transfers in as 

short a time as possi-

ble to meet society’s 
dynamic nature. 

For Consumers  

P e r s o n a l i z a t i o n : 

Agentic AI helps banks 

tailor their products 

and services to the 

needs and preferences 

of their customers. 

Through customer be-

havior observation of 

spending and financial 

needs, banks can sug-

gest products that 

would meet every cus-

tomer’s need.   

Accessibility: When 

“ No one 
can stop 

the 

progress of 

artificial 

intelligence

; it will 

inevitably 

be a 

central 

force in our 

future.” 

-Max 

Tegmark 
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T 
he term “juice 
jacking” was 
first coined in 
2011 by investi-

gative journalist Brian 
Krebs. It is a form of 
cyberattack where a 
public USB charging 
port is tampered with 
and infected using hard-
ware and software 
changes to steal data or 
install malware on devic-
es connected to it. The 
attack is used by hack-

ers to steal users’ pass-
words, credit card infor-
mation, addresses, and 
other sensitive data 
stored on the targeted 
device. 

Juice jacking attacks 

can take place in any 

public place with porta-

ble wall chargers, or 

public USB charging sta-

tions found in shopping 

malls, cafes, and hotels. 

Juice Jacking - The hidden danger 

How does juice jacking work? 
To perform the attack, 

hackers infect USB ports 

or charging cables in 

public areas before the 

users connect to them. 

Most attacks target both 

Android and iOS mobile 

devices, with older devic-

es being particularly vul-

nerable due to their out-

dated software. USB 

ports have multiple pins, 

but only one pin is used 

for charging while the 

other pins are used for 

data transfers. When us-

ers connect their devices 

to compromised USB 

ports, hackers use the 

connection to hack into 

mobile devices and steal 

personal data or deliver 

malware.  
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Juice jacking 

Types of  Juice Jacking Attacks 

Juice-jacking attacks 
can vary in their impact, 
even though the method 
remains the same. The 
different attack forms 
include data theft, mal-
ware installation, disa-
bling attack, and multi-
device attack. 

In a data theft attack, 
hackers use juice-jacking 
to steal data from a de-

vice. The process is typi-
cally fully automated, 
and hackers often use 
crawlers to search the 
mobile device for person-
ally identifiable infor-
mation. Hackers may 
also use malicious apps 
to clone a device’s data 
to another phone. How-
ever, cloning requires 
additional steps, such as 
a laptop as an intermedi-

ary to charge the target-
ed device. 

In a malware attack, 

hackers use charging 

ports to install malware 

or viruses on connected 

devices, which are then 

used to perform ransom-

ware, spyware, or trojan 

attacks. 

https://www.thehindu.com/news/national/festive-deals-come-with-phishing-scams/article37258704.ece
https://www.thehindu.com/news/national/festive-deals-come-with-phishing-scams/article37258704.ece
https://www.thehindu.com/sci-tech/technology/daam-virus-steals-call-records-reads-history-from-android-phones-central-agency-issues-advisory/article66896530.ece
https://www.thehindu.com/sci-tech/technology/daam-virus-steals-call-records-reads-history-from-android-phones-central-agency-issues-advisory/article66896530.ece
https://www.thehindu.com/sci-tech/technology/daam-virus-steals-call-records-reads-history-from-android-phones-central-agency-issues-advisory/article66896530.ece


Juice Jacking– Prevention Tips 

• Avoid Public USB Ports: 

Whenever possible, users 
should prioritize using a reg-
ular wall outlet with their 
own power adapter to charge 
their devices, eliminating the 
risk of data transfer or mal-
ware installation. 

• Carry a Power Bank: Users 

can carry a portable power 
bank that they can keep 
charged beforehand, reducing 
their reliance on public 

charging stations. 

• Use a Charging-Only Cable: 

Some companies sell special 
USB cables that only allow 
charging and block data 
transfer. While not foolproof, 
these cables can add a layer 
of protection. 

• Only Charge in Trusted Lo-

cations: If users must use a 
public USB port, they should 
try to do so in a well-lit, pop-
ulated area with security 

cameras. 

• Be Wary of Unfamiliar 

Ports: Users should look for 
any signs of physical tamper-
ing with the charging port 
before plugging in their devic-
es. 

• Monitor Your Device: Users 

should stay vigilant while 
their device is charging and 
be mindful of any unusual 
activity or pop-up messages. 

HP 

A newly uncovered technique allows threat actors to bypass Mi-
crosoft Outlook’s spam filtering mechanisms, enabling the delivery 
of malicious ISO files through seemingly benign email links.  

This vulnerability exposes organizations to increased risks of phish-
ing and malware attacks, particularly when combined with previ-
ously disclosed execution bypass methods. 

Cybersecurity News 

Cybercriminals have developed 

advanced methods to defraud 

individuals, bypassing the need 

for a One-Time Password (OTP) 

or ATM PIN. They are now lever-

aging deceptive messages con-

taining fraudulent links that ap-

pear to be from legitimate banks. 

Once an unsuspecting recipient 

clicks on the link, their money is 

stolen without any OTP verifica-

tion. The National Payments Cor-

poration of India (NPCI) has is-

sued a warning about a newly 

emerging scam involving call 

merging techniques, which 

fraudsters use to manipulate vic-

tims into unknowingly disclosing 

their OTPs, leading to financial 

fraud. 

Scammers initiate a call, posing 

as a friend or acquaintance of the 

target. They claim to have ob-

tained the victim’s contact infor-
mation through a mutual con-

nection and request that they 

merge the call to include another 

individual. Unaware of the scam, 

the victim complies, inadvertent-

ly linking to a legitimate OTP ver-

ification call from their bank. 

The fraudsters carefully time 

their calls so that when the vic-

tim receives an OTP, they as-

sume it is related to the ongoing 

conversation and unwittingly 

share it. The criminals then use 

the OTP to authorize    unauthor-

ized transactions, resulting in 

financial losses for the victim. 

Hackers can now access your bank account without OTP!!! 

https://cybersecuritynews.com/critical-microsoft-outlook-vulnerability-actively-exploited-in-cyber-attacks/
https://cybersecuritynews.com/critical-microsoft-outlook-vulnerability-actively-exploited-in-cyber-attacks/


Asian nations under 

the pretence of secur-

ing high-paying data 

entry positions, only to 

be coerced into com-

mitting cyber fraud.  

Upon arrival, their 

passports are confis-

cated, and they are co-

erced by fraudulent 

organisations to fabri-

cate fake social media 

profiles featuring wom-

en in order to persuade 

individuals to invest in 

cryptocurrency apps or 

fraudulent investment 

schemes. Once the vic-

tims invest, all commu-

nication is abruptly 

terminated or blocked.  

C 
yber scams 

and fraud 

are on the 

rise in India. 

These scams typically 

involve spam calls, 

with the callers posing 

as government officials 

in an attempt to obtain 

Aadhar, ATM, and oth-

er sensitive infor-

mation. To evade detec-

tion, these scammers 

now operate from for-

eign countries and 

even use Indian mobile 

numbers to make their 

calls appear genuine. 

This new approach has 

led to the emergence of 

a troubling phenome-

non known as 'cyber 

slavery.'  

As indicated by its 

name, cyber slavery is 

a modern form of ex-

ploitation in which in-

dividuals are unlawful-

ly confined and forced 

into engaging in cyber 

scams. The individuals 

are lured to South East 

'Cyber slavery': The new job con trapping Indian youth abroad 

How were victims recruited? 

Recruit through legal, 

primary job matching 

websites: Traffickers 

pretend to be regular 

companies (e.g. gaming 

companies) recruiting 

workers. 

Recruit through pri-

vate job matching 

groups on social me-

dia: Traffickers use Fa-

cebook groups and other 

social media to ap-

proach and lure victims. 

Recruit through per-

sonal networks: Some 

victims reported that 

they were invited by 

their university or high 

school friends who were 

already working in Cam-

bodia or Myanmar. 

Some victims also de-

scribed that they were 

assigned to the 'human 

resource' department in 

the scamming com-

pounds and were forced 

to lure 5 to 10 more vic-

tims to join the compa-

ny. 

Traffickers pose as po-

tential clients to lure 

professionals: Traffick-

ers pretend to be poten-

tial customers, inviting 

magicians, interior de-

signers, and tour guides 

to visit Cambodia and 

provide services. 

Traffickers kidnap vic-

tims on the street: 

Some victims were kid-

napped during their visit 

to Cambodia and forced 

to work in the scamming 

compounds. 
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Red flags in job offers: 

Be wary of job offers 

that seem too good to 

be true, especially those 

offering high salaries 

for minimal qualifica-

tions. 

Avoid upfront pay-

ments: Genuine em-

ployers do not demand 

large sums of money in 

advance as a “service 
charge” or recruitment 
fee. 

Check for inconsisten-

cies: Be cautious if re-

cruiter uses unofficial 

email addresses, lacks 

professional communi-

cation or avoids face-to-

face interactions. 

Consult government 

resources: Use official 

government websites, 

embassies or official 

organisatons to verify 

job offers abroad. 

 

Keep records of com-

munications: Save 

copies of emails, con-

tacts and conversations 

with recruiters in case 

they are needed as evi-

dence later. 

Don’t succumb to 
pressure: Be wary of 

recruiters who pressur-

ize you into making 

quick decisions or pay-

ing large sums upfront. 

Research extensively: 

Before applying for any 

overseas job, conduct 

thorough research into 

the company, recruiter 

and job offer to confirm 

their authenticity. 

Stay in touch with 

family: Share your 

travel plans and con-

tact details with family 

members when travel-

ling aborad for work. 

How to idenƟfy red Ňags? 

How to avoid getting trapped? 

Page 2 

Already Trapped? What steps can be taken 

Contact authorities: 

Reach out to local law 

enforcement in the 

country where you are 

being held or contact 

your country’s embassy 
for immediate help. 

Find a safe way to 

communicate: If possi-

ble, use trusted individ-

uals or fellow employees 

to help report your situ-

ation to authorities if 

your captors are moni-

toring your communica-

tion. 

Avoid participating in 

illegal activities: If 

possible, avoid partici-

pating in cyber scams 

you are being forced in-

to and try to delay or 

resist complying with 

your captors’ demand. 

Gather evidence of 

your captivity: Docu-

ment as much infor-

mation as possible 

about your captors, lo-

cation and operations 

you are being forced in-

to to assist law enforce-

ment in rescuing you. 

Seek help through in-

ternational agencies: 

Contact organisations 

such as Interpol or 

NGOs that work to com-

bat human trafficking. 

Plan cautiously: Care-

fully plan any communi-

cation attempts to avoid 

further danger from 

your captors. 

Indians trapped in Cyber slavery in South
-East Asian region 

“Serious and organised crime con-

tinues to threaten our security, our 

economic prosperity, and the safety 

of the public we serve” 



ATM jackpotting is the 
exploitation of physi-
cal and software vul-
nerabilities in auto-
mated banking ma-
chines that result in 
the machines dispens-
ing cash. These at-
tacks can happen at 
any time and typically 
take very little time so 
culprits can quickly 
commit the crime. 

ATM jackpotting 
uses the elements 
of both physical 
crime and cyber-
crime to get an 
ATM to dispense 
cash. The offend-
ers use a portable 
device to physical-
ly connect to the 
ATM. This "rogue" 
device can be a 

laptop, a smartphone 
or a tablet PC. They 
also use malware to 
target the machine's 
cash dispenser and 
force it to dispense 
cash. 

Furthermore, attack-
ers will often use de-
ception to limit risk, 
like dressing as ser-

vice personnel to 
avoid scrutiny while 
selecting easier tar-
gets, such as ATMs in 
isolated locations or 
unprotected by hu-
man security guards. 

With physical access 

to a machine, ATM 

jackpotting enables 

the theft of the ma-

chine's cash reserves, 

which are not tied to 

the balance of any 

one bank account. 

Successful thieves 

who remain unde-

tected can potentially 

walk away with all 

the cash that was 

stored in the ma-

chine at that time. 

ATM Jackpotting 

Is a fun, stylized 

image worth risk-

ing our privacy for-

ever?  

The latest Internet fad 

is turning photos into 

Ghibli-style art. Popu-

larised by GPT4, the 

photo trend has taken 

over the world, and 

social media is flood-

ed with remakes of 

photos in the trade-

mark, dreamy Ghibli 

aesthetic. However, 

while millions eagerly 

upload their photos to 

AI-powered apps for a 

fun transformation, 

cybersecurity experts 

warn that the risks 

far outweigh the re-

wards.  

The seemingly harm-

less act of sharing 

personal images 

online could expose 

users to privacy 

breaches, deepfake 

manipulation, and 

even long-term sur-

veillance by AI com-

panies. The far-

reaching consequenc-

es of it range from 

harmful to danger-

ous.  

Malware used in ATM jackpotting 

Two of the most com-
monly used ATM mal-
ware families are 
Ploutus and Anunak. 

Discovered in the wild 
in 2013, Ploutus ena-
bles criminals and 
money mules to by-
pass an ATM's securi-
ty measures and 
physically control it in 
order to steal its mon-
ey. That can be ac-
complished in just a 
few minutes either by 
attaching an external 
keyboard to the ma-
chine or remotely via 
SMS messaging. Be-

cause Ploutus can be 
remotely controlled 
after its installation 
on the ATM's internal 
computer, criminals 
can use it to steal 
cash at will. Moreover, 
the malware can oper-
ate undetected so that 
it can persist in the 
system and potentially 
cause significant loss-
es for banks and their 
customers. 

Anunak malware, also 

known as Carbanak 

malware, is a back-

door based on Car-

berp malware that al-

lows attackers to re-

motely control the in-

fected ATM and cash 

out large amounts of 

money at will. The 

malware includes ca-

pabilities like key log-

ging and desktop vid-

eo capture that allow 

them to steal both 

ATM data and cash. 

Carbanak is also used 

for espionage 

ATM jackpotting 
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Standalone ATMs, such as 
those in retail premises like 
malls and service outlets, are 
the more likely targets of ATM 
jackpotting attacks because 
they are away from the tighter 
monitoring and security con-
trols of a bank's premises. 
ATMs that receive less foot 
traffic are also more vulnerable 
than ATMs in busier locations. 

The security controls of older 
machines might not be fully up 

to date, which makes them 
common targets for ATM jack-
potters. That said, any ATM 
can become the 
target of an ATM 
jackpotting at-
tack, so all ATM 
owners should 
be cognizant of 
the risk and ap-
ply adequate 
controls to pre-
vent incidents. 

In addition to stealing cash 

from the target, attackers can 

also install malware on it or 

replace its hard 

drive. They can 

also reboot the 

ATM, making it 

temporarily una-

vailable and caus-

ing access prob-

lems for the ATM's 

customers 

• Always read the privacy 

policy before uploading 

your data. 

• Use trusted platforms with 

clear data usage policies. 

• Avoid sharing sensitive im-

ages that could be mis-

used. 
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Strategies to prevent ATM jackpotting attacks 

Cybersecurity Awareness on AI Creativity 

should also be installed to pro-
tect the machine. 

Another strategy is to disable 
the ATM's auto-start and auto-
boot functions. Attackers often 
take advantage of these func-
tions to compromise ATMs, so 
disabling them closes at least 
one door on this type of crime. 

Electronic surveillance systems 

are another crucial security 

measure for ATMs. While hu-

man security guards are also 

important, they cannot monitor 

the location 24/7. They are 

also prone to human weak-

nesses like fatigue and sleepi-

ness that affect their ability to 

remain alert to potential at-

tacks. Moreover, they might 

not be trained to detect and 

mitigate jackpotting attacks. 

Video cameras, motion sen-

sors, intruder alarms and ac-

cess controls help to plug these 

gaps and provide more reliable 

24/7 surveillance of ATMs, al-

lowing banks to detect and in 

many cases, prevent, ATM 

jackpotting attacks. 

ATM monitoring is the most 
basic security control that all 
banks should implement to 
prevent jackpotting attacks. 
Routine monitoring can help to 
identify suspicious activities 
like multiple failed login at-
tempts that might indicate a 
criminal trying to launch a 
jackpotting attack. 

It's also important to regularly 
update the ATM with all re-
quired security patches and 
software upgrades. In addition, 
updated security software, 
such as firewalls, antivirus 
software and antimalware 
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Fake lottery scams 

are a pervasive form 

of fraud that prey on 

people’s hopes and 
dreams of instant 

wealth. These scams 

often arrive through 

unsolicited emails, 

phone calls, or letters, 

claiming you’ve won a 
large prize in a lottery 

or sweepstakes you 

never entered. While 

the promise of easy 

money can be tempt-

ing, falling for these 

lottery scams can 

lead to significant fi-

nancial losses, identi-

ty theft, and emotion-

al distress.  

A lottery scam is a 

type of fraud where 
scammers falsely no-
tify individuals that 
they’ve won a sub-
stantial prize in a lot-
tery or sweepstakes, 
even though they nev-
er entered or pur-
chased a ticket. The 
scammer’s goal is to 
trick the victim into 
sending money or 
personal information 
under the guise of 
claiming their sup-
posed winnings. 

These scams often 

use the names of le-

gitimate lotteries or 

well-known organiza-

tions to appear credi-

ble. They may claim 

you’ve won a foreign 
lottery, a government 

grant, or a prize from 

a major company. The 

scammer will typically 

demand upfront pay-

ment for taxes, pro-

cessing fees, or other 

charges before releas-

ing your “winnings.” 
In reality, there is no 

prize, and any money 

sent is lost to the 

fraudsters. 

Lottery Fraud 

Common Tactics Used in Fake Lottery Scams 

Lottery fraudsters em-
ploy various tactics to 
make their scams 
seem believable and 
entice victims to part 
with their money or 
personal data. Some 
common methods in-
clude: 

1. Unsolicited con-

tact: Scammers 
reach out via 
email, phone, text, 
or mail, claiming 
you’ve won a prize 
in a lottery or 
sweepstakes you 
never entered. 

2. High - p r e s su re 

tactics: They cre-
ate a false sense 
of urgency, insist-
ing you must act 
quickly to claim 
your winnings or 
risk forfeiting the 
prize. 

3. Requests for per-

sona l  i n fo r -

mation: Scam-
mers ask for sen-
sitive data like 
bank account 
numbers, credit 
card details, or 
copies of identity 
documents to 
steal your money 
or commit identity 

theft. 

4. Demand for up-

front payment: 
They require you 
to pay taxes, pro-
cessing fees, or 
other charges in 
advance, often via 
wire transfer or 
gift cards, to re-
ceive your sup-
posed winnings. 

5. Inconsistent or 

vague details: 
Information about 
the lottery, prize 
amount, or com-
pany is unclear, 
changes, or lacks 
specif ics that 

could be verified. 

6. Unprofessional 

communication: 
Messages contain 
poor grammar, 
misspellings, ge-
neric greetings, or 
lack official con-
tact information. 

7. Fake checks or 

websites: Scam-
mers may send 
counterfeit checks 
that initially ap-
pear to clear but 
are later rejected, 
or direct you to 
fraudulent web-
sites that mimic 
legitimate ones. 
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To protect yourself 
from fake lottery 
scams, watch out for 
these telltale signs: 

• Unsolicited notifi-

cation: Legitimate 
lotteries do not con-
tact winners who 
haven’t bought a 
ticket 

• Pressure to act 

immediately: Real 
lotteries give ample 
time to claim prizes 
without rushing 

you 

• Upfront payment 

demanded: Au-
thentic lotteries 
never require win-
ners to pay fees or 
taxes in advance 

• Personal data re-

quested: Scam-
mers use your sen-
sitive information to 
steal money or 
commit identity 
theft 

• Inconsistent infor-

mation: Details 

about the lottery, 
prize, or company 
are vague or change 

• Unpro f e s s i ona l 

messages: Commu-
nications have poor 
grammar, misspell-
ings, or lack official 
contact information 

• You didn’t buy a 
ticket: It’s impossi-
ble to win a real 
lottery without pur-
chasing a ticket 

Fake lotteries and 
sweepstakes scams 
continue to deceive 
countless individuals 
worldwide, exploiting 
their dreams of easy 
riches. By learning to 
recognize the common 
signs of these fraudu-
lent schemes, such as 
unsolicited win notifi-
cations, demands for 

upfront payment, and 
requests for personal 
information, you can 
protect yourself from 
falling victim to lottery 
fraud. 

Remember, legitimate 

lotteries never require 

winners to pay fees or 

taxes in advance or 

share sensitive data to 

claim a prize. If you 

suspect a lottery 

scam, cut off contact 

with the scammer im-

mediately and report 

the incident to the 

proper authorities. 

Stay informed, trust 

your instincts, and 

prioritize your finan-

cial and personal se-

curity. By remaining 

vigilant against lottery 

fraudsters and their 

tactics, you can avoid 

the devastating conse-

quences of falling for a 

fake lottery or sweep-

stakes scam. 

Key Signs of  a Fake Lottery Scam 

Protect Yourself From Lottery Frauds 

How to Protect Yourself  from Fake Lottery Scams 

To avoid falling prey to 
fake lottery scams, 
follow these proactive 
measures: 

• Be cautious of un-

solicited notifica-
tions claiming 
you’ve won a prize, 
especially if you 
haven’t entered a 
lottery or sweep-
stakes. 

• Never pay upfront 

fees, taxes, or 
charges to claim 
lottery winnings. 

Legitimate lotteries 
deduct taxes be-
fore paying out 
prizes. 

• Protect your per-

sonal information. 
Don’t give sensitive 
data like bank de-
tails, credit card 
numbers, or iden-
tity documents to 
unverified individ-
uals or organiza-
tions. 

• Verify suspicious 

win notices by di-
rectly contacting 

the official lottery 
or sweepstakes 
company through 
their verified web-
site or customer 

service channels. 

• Read the fine print 

and research the 
legitimacy of any 
lottery or sweep-
stakes before en-
tering or making 
purchases. 

• Be wary of lottery 

sweepstakes or 
prize offers that 
seem too good to 

be true. Genuine 
lotteries don’t re-
quire you to pay to 
play or win. 

• Stay informed 

about the latest 
lottery scam tac-
tics and common 
red flags. Aware-
ness is key to rec-
o g n i z i n g  a n d 
avoiding these 
f r a u d u l e n t 
schemes. 
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Gift cards have be-
come a popular gifting 
option, as they save 
people from the hassle 
of choosing gifts and 
allow recipients to 
purchase items of 
their choice. The gift 
card market has seen 
a steady growth over 
the years due to the 
growth of e-commerce 
as well as greater 
adoption by corpora-
tions that present gift 
cards as recognition to 
their employees. Gift 
cards provide retailers 
with a promising busi-
ness stream that ena-
bles them to increase 
revenue and retain 
customers. 

But there’s a dark 
side to this phenome-

non. Because they are 
fungible and difficult 
to track, gift cards 
provide thieves with 
quick money and gen-
erally easy getaways. 
In addition, the global 
market is poised for 
growth at 
an estimat-
ed CAGR of 
6.9% over 
the next 
four years, 
expected to 
reach over 
$668 bil-
lion by 
20271. This 
has made 
it a lucra-
tive target 
f o r 
cyberattack, resulting 
in the rising instances 
of gift card fraud. 

Gift card fraud refers 
to using gift cards to 
commit dishonest ac-
tivity. Bad actors ex-
ploit both gift cards 
and prepaid cards be-
cause they can be eas-
ily manipulated. It can 

happen offline 
– for instance, 
when scam-
mers steal gift 
card numbers 
from stores – 
but increasing-
ly it is becom-
ing a digital 
business. Cy-
berc r imina l s 
use botnets to 
perform brute 
force attacks 
on gift card 

websites by testing 
thousands of card 
numbers and PIN 

The simplest way to 
illegally monetize gift 
cards is to resell them 
on third-party web-
sites. But there are 

plenty of other ways 
criminals make money 
from gift card fraud. 
Some malicious actors 
sell them on the dark 
web. Then there are 
websites that offer 
conversion facilities - 
gift card to cash - at a 
fee of about 30-40% of 
the card value. Simi-
larly, there are physi-
cal kiosks where users 
can convert gift cards 
into cash. 

Cybercriminals also 
post fake ads of ficti-
tious items on ecom-
merce websites and 
offer heavy discounts 

on these expensive 
but non-existent 
items. Using social 
engineering, they trick 
users into sharing gift 
card numbers instead 
of using credit cards 
for payments. On re-
ceiving the money, the 
thief and the ads 
simply vanish.  

Cyberattackers use 

account takeover at-

tacks to access users' 

credit cards or loyalty 

reward points and re-

deem these points for 

gift cards, which can 

easily be exchanged 

How Gift Card Fraud is monetized 

Gift Card Fraud 

Gift Card Scam 

Vo lume 2,  Issue 4  

D ate:  15.05.2025  

for cash. Unlike credit 

cards and bank ac-

counts, consumers are 

not too active when it 

comes to monitoring 

their reward points. 

This provides attackers 

with a freeway to the 

unused points sitting 

r i p e  f o r  a b u s e . 

Attackers are also in-

creasingly using gift 

cards as a means for 

money laundering and 

moving illegal funds be-

cause of the ease and 

anonymity that gift 

cards offer. 

combinations per minute. 
They also use bots, 
sweatshops, or click 
farms to continually 
check the card balances 
and redeem them. They 
hack into a user account 
and abuse the auto-load 
feature to drain the ac-
count of the funds. 

Once these attackers are 

successful in their ac-

count takeover attempts, 

they can redeem the 

credit card points by re-

questing for a gift card 

and escaping with the 

money undetected. This 

is because gift cards do 

not require the kind of 

authentication that a 

credit card or a bank ac-

count would. 

https://www.arkoselabs.com/explained/gift-card-fraud/#foot1
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Gift cards are for gifts. 
Only gifts. Not for pay-
ments. Never buy a 
gift card because 
someone tells you to 
buy one and give them 
the numbers. Whenev-
er you buy gift cards: 

Stick to stores you 

k n o w  a n d 

trust. Avoid buying 
from online auction 
sites because the gift 
cards may be fake or 
stolen. 
Inspect the gift card 

before you buy 
it. Make sure the pro-

tective stickers are on 
the card and that it 
doesn’t look like some-
one tampered with 
them. Also check that 
the PIN number on the 
back isn’t showing. 
Pick a different gift 
card if you 
s p o t  a 
p r o b l e m 
and show 
the tam-
pered card 
to a cashier 
or manager. 
A l w a y s 

keep a 

copy of the 

gift card and store 

receipt. Take a pic-

ture of the gift card 

and store receipt with 

your phone. The num-

ber on the gift card 

and store receipt will 

help you file 

a report 

with the gift 

card compa-

ny if you 

lose the gift 

card or if 

you need to 

r e p o r t 

fraud. 

Keep softwares and op-

erating systems updat-

ed. 

Use antivirus software 

for your devices. 

Set your social network-

ing profiles to private. 

Use and enter only se-

cure websites. 

Use strong passwords 

for all your accounts. 

Do not open attach-

ments in spam emails. 

 Do not give bank ac-

count details to un-

known people. 

Be alert while using 

public wifi hotspots. 

Buying and Using Gift Cards 

How to be cyber vigilant 

a URL that begins 

https (the "s" stands 

for secure). Unfortu-

nately, no indicator is 

foolproof; some phish-

ers have forged securi-

ty icons.  

 Review credit card 
and bank account 

statements as soon as 

you receive them to 

check for unauthor-

ized charges. If your 

statement is late by 

more than a couple of 

days, call to confirm 

your billing address 

and account balances.  

 Be cautious about 
opening attachments 

and downloading files 

from emails, regard-

less of who sent them. 

These files can contain 

viruses or other mal-

ware that can weaken 

your computer's secu-

rity.  

  Don't email personal 

or financial infor-

mation. Email is not a 

secure method of 

transmitting personal 

information.  

 Only provide per-
sonal or financial in-

formation through an 

organization's website 

if you typed in the web 

address yourself and 

you see signals that 

the site is secure, like 

Don’t give 
scammers a 

Gift 

Computer Security Practices to avoid  Phishing Attack 

 The best policy is to 
refrain from download-

ing files or clicking 

through links in a 

strange email, unless 

you trust the source. 

Malware, viruses, and 

other types of malicious 

material can be easily 

downloaded to your 

server or computer 

through attachments or 

malicious links  

https://consumer.ftc.gov/articles/avoiding-and-reporting-gift-card-scams#_Gift_Card_Company
https://consumer.ftc.gov/articles/avoiding-and-reporting-gift-card-scams#_Gift_Card_Company
https://consumer.ftc.gov/articles/avoiding-and-reporting-gift-card-scams#_Gift_Card_Company
http://www.reportfraud.ftc.gov/
http://www.reportfraud.ftc.gov/


some are more suscep-

tible to a phishing at-

tack than others. An 

experienced cybercrimi-

nal determines each 

person’s unique area of 
weakness and devises a 

plan to exploit that 

weakness to advance 

their cybercrime objec-

tives. 

H 
umans are 

often re-

garded as 

the weakest 

link in a cybersecurity 

program. Whether re-

sulting from manipula-

tive cybersecurity tac-

tics or limited cyberse-

curity awareness, hu-

man errors remain the 

most prevalent attack 

vectors in every infor-

mation security pro-

gram, no matter how 

sophisticated your cy-

bersecurity stack may 

be.  

Human cyber risk re-

fers to potential human 

behaviors that could 

result in a cyber inci-

dent. These could in-

clude clicking on mali-

cious phishing email 

links or providing sen-

sitive internal infor-

mation to unauthorized 

persons.  

In cybersecurity, a hu-
man vulnerability is 
any area of weakness 
that could result in a 
security breach. Unlike 
digital cyber threats, 
which could be exploit-
ed programmatically by 
reverse engineering 
software flaws, human 
vulnerabilities are ex-
ploited by manipulating 
human behavior. 

The human element is 

complex, and not all 

individuals share the 

same vulnerabilities—

Human Cyber Risk– The First Line of  Defence 

Human risk factors in Cybersecurity 

Human risks are pre-

dominantly concentrat-

ed at the IT security 

boundary, at the inter-

face of cybercriminals, 

and in an organiza-

tion’s private network. 
This is why human er-

rors usually facilitate 

initial network access 

to unauthorized users. 

Cybercriminals aim to 

exploit this gateway, 

and they have cultivat-

ed their tactics to ex-

ploit the human factors 

of cybersecurity with 

the following types of 

attacks:  

Phishing email at-
tacks: When hackers 
send emails containing 
links infected with cre-
dential-stealing mal-
ware to employees to 
gain access to the cor-

porate network. 

Social engineering at-

tacks: When hackers 

try to trick employees 

into exposing sensitive 

internal information, 

either via a phone, in-

person conversation, or 

an internal messaging 

tool, such as Slack. 
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Threat: 

A cyber threat is a 

malicious act that 

seeks to steal or 

damage data or 

discompose the 

digital network or 

system. Examples 

of threats include 

computer virus-

es,  Denial of Ser-

vice (DoS) attacks, 

data breaches, etc. 

Vulnerability: 

In cybersecurity, a 

vulnerability is a 

flaw in a system's 

design, security 

procedures, inter-

nal controls, etc., 

that can be ex-

ploited by cyber-

criminals. In some 

very rare cases, 

cyber vulnerabili-

ties are created as 

a result of cyberat-

tacks, not because 

of network mis-

configurations. 

Even it can be 

caused if any em-

ployee anyhow 

downloads a virus 

or a social engi-

neering attack. 

Risk: 

Cyber risk is a po-

tential conse-

quence of the loss 

or damage of as-

sets or data 

caused by a cyber 

threat. 
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